
Data Sharing and Privacy and Consent 
Implications for the Collaboratory:

Ethics



Overview:

1. Biospecimens and health data are governed by 

method of procurement

2. What contributors care about is use

3. Biospecimens and health data that are procured 

differently end up being used similarly

4. Regulatory mechanisms and market forces have 

failed to reconcile this tension

5. What are the implications for the Collaboratory?
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Problems with governance
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Limited scope of current regulations



Only readily identifiable research

• “Human subject” is a living person with whom the investigator 

“obtains information through intervention or interaction” or 

which involves “identifiable private information or identifiable

biospecimens”

• Regulators recently considered expanding the definition to 

include identifiable data or any human biospecimen 

– 1,520/2,000 comments submitted to the 2015 NPRM

discussed this proposal – with about 1,480 in opposition

– Rule proposed a new committee to re-consider whether 

biospecimens should be considered inherently identifiable
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Waiver of informed consent

Even if research falls within the scope of federal regulation and even 

if participants fall within the definition of “human subjects,” 

researchers may still apply for a waiver of informed consent if the 

research meets the following criteria:

1. Involves no more than minimal risk to the subjects

2. Could not practicably be carried out without the requested 

waiver 

3. The waiver will not adversely affect the rights and welfare of the 

subjects; and

4. Whenever appropriate, additional pertinent information will be 

provided after participation. 
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Lack of responsiveness to risk/  benefit 

profiles of secondary research



Foundation of human subjects research 

regulations

Individual, physical, and profound
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New risks

• Dignitary harms: privacy breaches, non-

welfare interests, or algorithmic biases

• Negative externality: while the risks of 

secondary research remain individual, the 

benefits redound to either the entity 

holding the data or the common good
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Dinerstein v. Google & 

UChicago

• UChicago shared de-identified EMR data of all adult 
UChicago patients over a five year period
– Goal of generating machine learning techniques 

• Dinerstein sued for breach of HIPAA (among other 
things) because only allowed to share PHI for research 
in exchange for a reasonable cost based fee
– “Whatever a perpetual license for ‘Trained Models and 

Predictions’ actually means, it appears to qualify as direct or 
indirect remuneration.”

• But dismissed for failure to state a claim upon which 
relief can be granted 

11Dinerstein v. Google, LLC, No. 19 C 4311, 2020 WL 5296920, 1079-1124 (N.D. Ill. Sept. 4, 2020). 



12

Governance by method of 

collection no longer makes sense
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What contributors care about is use
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• Expectation for formal opt-in consent (Jagsi 2017)

– 35% think its necessary to obtain specific research consent even for secondary 

research (48% among Black/Hispanic participants)

• Access to deidentified medical information (Jagsi 2017)

– 9% uncomfortable for university research

– 16% uncomfortable for drug companies 

– 48% uncomfortable for insurance companies

• “Non-welfare interests” (De Vries 2016)

– 68% agreed to blanket consent

– But 70.4% unwilling when presented with a specific controversial research 

scenario 

Jagsi R et al. Perspectives of Patients With Cancer on the Ethics of Rapid-Learning Health Systems. J Clin Oncol. 2017; De Vries

RG et al., The moral concerns of biobank donors: the effect of non-welfare interests on willingness to donate. Life Sciences 

Society and Policy 2016, 12(1): 1-15 DOI: 10.1186/s40504-016-0036-4; 



Overview:

1. Biospecimens and health data are governed by 

method of procurement

2. What contributors care about is use

3. Biospecimens and health data that are procured 

differently end up being used similarly

4. Regulatory mechanisms and market forces have 

failed to reconcile this tension

5. What are the implications for the Collaboratory?

15



Patient informed 

consent
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Participant informed consent
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“We would also like your permission to keep some of your biospecimen and 
medical information collected in the main study, so that we may study it in 
future research. 

The future research may be similar to this study or may be completely 
different… We may share your biospecimen and medical information with 
other researchers, so that they can use it in their research…With appropriate 
permissions, your samples and collected information may also be shared 
with other researchers here, around the world, and with companies. 

Your identifiable private information or identifiable biospecimens may be 
stripped of identifiers and used for future research studies or distributed to 
another researcher for future research studies without additional informed 
consent…Researchers, their organizations, and other entities, including 
companies, may potentially benefit from the use of the data or discoveries. 
You will not have rights to these discoveries or any proceeds from them.”
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• U-M policy more conservative than 

regulations:

– Review both biospecimens and data

– No grandfathering in of data & specimens 

collected before updated regs

– Review even “de-identified” data 
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Special case of PCTs with waiver of consent

• Participants whose data was generated/used via 

a PCTs which went through the informed consent

process consented to future de-identified 

research

• Participants whose data was generated/used via 

a PCTs with a waiver of consent did not consent 

to future de-identified research because the 

underlying PCT was considered minimal risk.

• HOWEVER, the risk of future datasharing is 

generally based on whether the data are de-

identified or not

• Thus all data – whether the participants provided 

full consent and consented to future de-

identified research or not consent at all – are 

treated the same.
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Morain et al, Ethics and Collateral Findings in 
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•. 2020 Jan;20(1):6-18. 



• Therefore patients whose data are systematically 

collected and analyzed under the auspices of a PCT-

AWC may simultaneously be:

1.Unaware they are involved in a research protocol and

2.Unconsented to share the underlying primary data 

generated in this research, some highly sensitive, for 

future research as IRBs require of other studies involving 

human subjects
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Data enclaves?
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