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Learning 
objectives

1. Gain an understanding of cyber philosophy, 
landscape and definitions

2. Understand current level, complexity and diversity 
of cyber threat

3. Understand the differences between privacy, 
security and compliance

4. Understand how to determine research boundaries 
for security characterization

5. Understand the basics of a framework for 
discussing cyber benefit-risk

6. Determine how many on NIH Collaboratory       
believe Die Hard is a Christmas movie





*Failure of imagination, unknown unknowns & black swans

Arthur C Clark – ‘To predict the future we need logic,  but we also need faith and imagination, which can sometimes 
defy logic itself’.   There are two types of failures of imagination, ‘a failure of nerve and the failure to admit the 
possibility of the existence of vital facts’.  

Donald Rumsfeld in the wake of 9/11 – ‘…as we know, there are known knowns, there are things we know that we 
know.  We also know there are known unknowns, that is to say that we know there are some things we don’t know. 
But there are also unknown unknowns…and these  tend to be the difficult ones.’

Nassim Taleb following the financial crisis of 2008 – popularized the phrase ‘Black Swan’ to describe unforeseen (no, 
low probability events) having such disproportionally large impact that they must be mitigated against and vigilantly 
monitored.

Whether we call these risks failure of imagination, black swans or unknown unknowns, the potential human
Impact of widespread adverse events or the disruption of care is an intolerable risk that must be accounted for across
all risk spaces (cyber, physical supply chain, vital infrastructure etc.,) all the while as we adopt technology breakthroughs. 

*https://www.amazon.com/Digital-Health-Understanding-Benefit-Risk-Patient-Provider/dp/0197503144/ref=sr_1_1?keywords=perakslis&qid=1639138011&sr=8-1

https://www.amazon.com/Digital-Health-Understanding-Benefit-Risk-Patient-Provider/dp/0197503144/ref=sr_1_1?keywords=perakslis&qid=1639138011&sr=8-1


https://www.hipaajournal.com/40-of-healthcare-delivery-organizations-attacked-with-wannacry-ransomware-in-the-past-6-months/
https://www.bbc.com/news/world-us-canada-42407488
https://www.nbcnews.com/storyline/hacking-of-america/marcus-hutchins-saved-u-s-wannacry-cyberattack-bedroom-compter-n759931


Cyberthreat by the Numbers

Statistic (USA) Value Reference

Hospitalizations in 2021 36,241,815 American Hospital Association

Compromised Medical Records 40,099,751 Healthcare IT News

% Breaches Business Associate Driven 52% Critical Insight

Average Time to Recover 236 days Fierce Healthcare

Medicare Estimated Improper Payments $25.74 billion CMS

Highest Grossing Drug - Humira $19.8 billion Becker’s Hospital Review

# New Malicious Programs Daily 350,000 DataProt

https://www.aha.org/statistics/fast-facts-us-hospitals
https://www.healthcareitnews.com/news/biggest-healthcare-data-breaches-2021
https://cybersecurity.criticalinsight.com/2021_healthcare_data_breach_report
https://www.fiercehealthcare.com/tech/relentless-cyber-attacks-are-putting-pressure-hospital-finances-fitch-ratings
https://www.cms.gov/newsroom/fact-sheets/2020-estimated-improper-payment-rates-centers-medicare-medicaid-services-cms-programs#:~:text=The%20FY%202020%20Medicare%20FFS,%2428.91%20billion%20in%20improper%20payments.
https://www.beckershospitalreview.com/pharmacy/merck-s-keytruda-close-to-becoming-top-selling-drug-in-the-world.html
https://dataprot.net/statistics/antivirus-statistics/


Types of Cyberthreat – Gamified Crime

Threat Description Example

Ransomware type of malware that denies legitimate users access to their system 
and requires a payment, or ransom, to regain access

Meet the ransomware gang 
behind 235 attacks on US 
hospitals

Malware any program or code that is created with the intent to do harm to a 
computer, network or server

Hospital ransomware attack led 
to infant's death, lawsuit alleges

MaaS In a Malware-as-a-service model, hackers are hired to conduct 
ransomware attacks on behalf of a third-party

The destructive rise of 
ransomware as a service

DOS & DDOS a malicious, targeted attack that floods a network with false requests 
in order to disrupt business operations

Six lessons from Boston 
Children’s Hospital “Hacktivist’ 
attack

Phishing uses email, SMS, phone, social media, and social engineering 
techniques to entice a victim to share sensitive information or to 
download malware

Hospitals said to tighten email 
security in response to CEO spear 
phishing attempts

MITM Man-in-the-Middle attack, when a malicious actor eavesdrops on a 
conversation between a network user and a web application

MITM attacks on healthcare

XSS Cross-site scripting is a code injection attack in which an adversary 
inserts malicious code within a legitimate website

Healthcare hit by 187 million 
monthly web attacks in 2020

SQL Injections Hackers use SQL Injection techniques to alter, steal or erase data.  XSS 
is client-side while SQL injection is server side

Philips Tasy EMR healthcare 
infomatics solution vulnerable to 
SQL injection

DNS Tunneling leverages domain name system (DNS) queries & responses to bypass 
traditional security measures & transmit data and code within the 
network

HHS Cybersecurity Program

PWD Attack any cyberattack wherein a hacker attempts to steal a user’s password Healthcare’s Password Problem

https://www.crowdstrike.com/cybersecurity-101/cyberattacks/most-common-cyberattacks/
https://www.beckershospitalreview.com/cybersecurity/meet-the-ransomware-gang-behind-235-attacks-on-us-hospitals-7-things-to-know.html
https://www.healthcareitnews.com/news/hospital-ransomware-attack-led-infants-death-lawsuit-alleges
https://www.forbes.com/sites/servicenow/2021/06/09/the-destructive-rise-of-ransomware-as-a-service/?sh=417460421e16
https://www.hcinnovationgroup.com/cybersecurity/article/13030808/six-lessons-from-boston-childrens-hacktivist-attack
https://www.healthcareitnews.com/news/hospitals-said-tighten-email-security-response-ceo-spear-phishing-attempts
https://www.nowsecure.com/blog/2017/04/13/health-care-mobile-man-middle-risks-guidance-hipaa/
https://www.infosecurity-magazine.com/news/healthcare-187m-monthly-web-app/
https://securityaffairs.co/wordpress/124263/hacking/philips-tasy-emr-sql-injection.html
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/viewer.html?pdfurl=https%3A%2F%2Fwww.hhs.gov%2Fsites%2Fdefault%2Ffiles%2Facd-dns-tunneling.pdf&clen=1680833&chunk=true
https://healthitsecurity.com/news/healthcares-password-problem-and-the-need-for-management-vaults


https://threatpost.com/pandemic-grinchbots-surge-activity/176898/


If what you are doing is valuable, then someone is trying to steal it.

“I am an exceptional thief, Mrs. McClane, and since I'm moving up to kidnapping, you should be more 
polite…”.



What are 
our most 
common 
research 
priorities?



• Women receive text messages from unknown 
numbers that include potentially malicious links 
than men

• Black people, indigenous people and people of color 
(BIPOC) have their  social-media accounts attacked more 
often than white people do

• BIPOC populations also face identity theft more often

• People aged 65 years or older account for 36 
percent of credit-card information theft occurrences

• Individuals with a higher income feel safer online
than individuals with a lower income

• Users who have the highest level of education feel more 
secure

‘It should be said that none of the respondents were 
successful in completely avoiding suspicious online 
activity, no matter their gender, race, age, income or 
education level.’

https://threatpost.com/women-minorities-hacked/175038/


chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/viewer.html?pdfurl=https%3A%2F%2Fdatascience.nih.gov%2Fsites%2Fdefault%2Ffiles%2FNIH_Strategic_Plan_for_Data_Science_Final_508.pdf&clen=486630&chunk=true


https://argus-sec.com/attack-surface/




https://scholar.google.com/scholar_url?url=https://philarchive.org/archive/TADTAI-2&hl=en&sa=X&ei=wni4YeCvMYbQmAHUt43wCQ&scisig=AAGBfm0l0-XHH6-WGN30zfiEuqvcj_4EnQ&oi=scholarr




Cyber-Compliance



Perfection Does Not Exist

Security ≠ Privacy -> 
data can be secure, 
but an organization 
may share that data 
without permission

You can have 
security without 
privacy, but you 
cannot have privacy 
without security.

Compliance ≠ 
Security -> an 
organization may 
not be compliant 
with its own policies

technical 
environments may 
not conform with 
design

users may subvert 
compliance policies 
that hinder essential 
work

any system can be 
hacked, especially 
as controls and 
technology age



You may know the ingredients of a Twinkie

but do your systems have ingredient lists?

A “Software Bill of Materials” (SBOM) is a nested inventory for software, 
a list of all ingredients that make up software components. 

https://www.synopsys.com/blogs/software-security/software-bill-of-materials-bom/
https://drrispens.medium.com/why-the-world-needs-a-software-bill-of-materials-now-5a565df65dff


https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/viewer.html?pdfurl=https%3A%2F%2Fnvlpubs.nist.gov%2Fnistpubs%2Ffips%2Fnist.fips.199.pdf&clen=80356&chunk=true


FIPS-199: Security Objectives



NIST 800-60







FIPS-199: Potential Impact



FIPS-199: Potential Impact



Cyber Risk Equation

Risk = Threat * Vulnerability * Impact * Likelihood 

https://www.tru.ca/its/infosecurity/about/Risk_Analysis.html
https://csrc.nist.gov/Projects/risk-management/about-rmf


Practical Approaches that Researchers Can 
Control

1. Data flows & system boundaries

System boundaries, such as FISMA boundaries, are based upon workflow.  By 
proactively designing data flows, researchers can control system boundaries.

Considerations: 

• is all data of the same sensitivity?

• do all sites have similar capabilities?

• where can you air-gap a site, network or process?

• what types of controls can be built into the study design de novo?

• which research roles need to have access to all the data?

• are infosec and infosec compliance requirements properly stated with 
contracts?

• can the network be segmented?

• Avoid having to retrofit security at ALL costs!





Practical Approaches that Researchers Can Control

2. Minimize Attack Surface

Every partner, participant subcontractor and unique system login adds to overall attack surface.

Considerations: 
• As numbers of partners, subcontractors and sites grow, consider more centralized data 

management
• Embrace Zero Trust - a security framework requiring all users, whether in or outside the 

organization's network, to be authenticated, authorized, and continuously validated for 
security configuration & posture before being granted or keeping access to applications & data

• Minimize accounts at 3rd-party partners, many aren’t necessary or even justified
• Set the default setting to the internet to OFF!

https://www.crowdstrike.com/cybersecurity-101/zero-trust-security/


Remember 
what we 

know about 
weakest 
links…



Practical Approaches that Researchers Can Control

3. Add InfoSec expertise to the design team 

Information Security Professionals are highly in demand, yet most IT departments are under-staffed.

Considerations: 
• Ensure the local InfoSec team is aware and engaged
• Work through them to add resources (internal or external)
• Some parts of the process can be outsourced, such as penetration testing, BUT internal

resources must supervise
• Some internal departments lack expertise, use grant funding to bridge essential skill

sets such as design, forensic evaluation, penetration testing
• Add a security threat research professional SAB or other governing structure

https://www.techrepublic.com/article/why-military-veterans-might-be-key-to-closing-the-cybersecurity-jobs-gap/




Practical Approaches that Researchers Can 
Control

4. Lean-in to innovation

The best research may happen with fully-identified cohorts.

Considerations: 

• De-identification is a tactic, not a strategy 

• Linked data is a data type, not a strategy

• We have not pushed the boundaries of what can be done with consented data

• Consider identity-monitoring or other services in addition to payment for research subjects

• You have access to the right expertise, do the benefit-risk calculus and aim for impact



“Using public Wi-Fi is like 
sharing a bathtub,” 
Perakslis says

“Using%20public%20Wi-Fi%20is%20like%20sharing%20a%20bathtub,”%20Perakslis%20says


Practical Approaches 
that Researchers 
Can Control

5. Join the ethical hacking 
community

https://www.technologyreview.com/2019/08/01/133924/the-importance-of-hackers-analyst-keren-elazari/
https://www.villageb.io/home


Practical Approaches 
that Researchers Can 
Control

6.  Get to Know Security by Design: One Size Fits None

https://en.wikipedia.org/wiki/Secure_by_design


Security by Design in Practice

Workflow

System Specification

System Build

Security Assessment

Security Authorization

System Deployment

Past

Workflow
& system 

selection occur
without the
inclusion of

Intentional security 
risk-management

design.  This results
in late & reactive

security 
categorization.

Future

Instead, we can
design our security 

strategy concurrently
with study design to

intentionally
influence the final

security impact
levels and final

FISMA level.

Workflow

Security Design

System Specification

System Build

Security Authorization

System DeploymentFISMA Moderate/High FISMA Low



Practical Approaches that 
Researchers Can Control

7.  Budget for a System Security Plan

At the end of the day, compliance is about time and money

Considerations assuming steps 1-6 have been considered: 

• For technology infrastructure under $500k, adding 30% is a 
safe estimate

• For technology infrastructure over $500k, this number can be 
10-15% lower

• Platform as a service offerings from FedRAMP-certified cloud 
partners can save time, money and risk

• Optimally, these costs are written into budget proposals.  The 
earlier, the better



Cyber-resiliency engineering combines 
specialty systems engineering, systems 
security engineering, and resilience 
engineering to architect, design, 
develop, implement, maintain, and 
sustain the trustworthiness of systems. 
The point of cyber-resiliency 
engineering is to develop “survivable, 
trustworthy secure systems” that can 
anticipate, withstand, recover from, 
and adapt to adverse conditions and 
attacks, NIST says. 

Being cyber-resilient can help 
organizations reduce the risks of 
security incidents because the 
potential damage – the blast radius – is 
contained.

Cyber-resiliency assumes the attacker 
has already gained access to a system 
or will



Practical Approaches that Researchers Can Control

7. Educate yourself and your research team with some light reading

https://www.amazon.com/This-They-Tell-World-Ends/dp/1635576059
https://www.amazon.com/Sandworm-Cyberwar-Kremlins-Dangerous-Hackers/dp/0525564632/ref=sr_1_1?keywords=sandworm&qid=1639503625&s=books&sr=1-1
https://www.amazon.com/Digital-Health-Understanding-Benefit-Risk-Patient-Provider/dp/0197503144/ref=sr_1_1?keywords=perakslis&qid=1639503713&s=books&sr=1-1

