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Outline:

= Motivating example

= Legal requirements

= What actually creates re-identification risk?
= Methods for assessing and mitigating risk
= Back to example
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Use case — MHRN Suicide Risk Prediction Models

Models predicting risk of suicide attempt or suicide death
within 90 days of outpatient mental health visit

Developed and validated using data from 20 million
outpatient visits in 7 health systems

Surprisingly good prediction accuracy, substantially
outperforming existing tools

But we suspect (and hope) someone else could do better
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Suicide Risk Prediction Dataset
(1 record per visit)

Demographics (sex, 5 age categories, race, ethnicity)
Visit year
Health system (i.e. state of residence)

Approximately 150 dichotomous predictors regarding:
MH/SUD diagnoses (e.g. diagnosis of depression in last 90 days)
MH medications (e.g. prescription for antipsychotic in last 5 yrs)
MH utilization (e.g. ED visit for MH diagnosis in last year)
Hx of suicidal behavior (e.g. ED visit for injury/poisoning in last yr)

Outcomes
Non-fatal suicide attempt within 90 days of visit (in broad categories)

Suicide death within 90 days of visit (in broad categories)
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What the law requires:

De-identified data
Does not contain direct or indirect identifiers
Can be shared without formal Data Use Agreement
Presumed to have very low (acceptable) reidentification risk

Limited data

Contains indirect identifiers
Cannot be shared without formal Data Use Agreement
Presumed to have higher (unacceptable) reidentification risk
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Data can be considered de-identified or “safe
for sharing” if:

Safe Harbor method

Does not contain any of the 18 forbidden elements
Does not contain other known secondary identifiers

Expert Determination method

An “expert” with knowledge of these data and broader data
ecosystem determines risk is “not greater than very small”

This standard could be stricter than the Safe Harbor method — if
you know that risk is greater than “very small’

BUT don't worry — listening to this presentation doesn't make you
an official expert
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Is our suicide risk prediction dataset safe for
sharing?
It contains none of the 18 forbidden elements

We don't have direct knowledge of potential secondary identifiers

So we can say we're in that “safe harbor”
BUT, we should aspire to a higher standard than not breaking the law

And I'd like to keep my job

SO, we should ask:
What really is the risk of re-identification?

How can we reduce it?
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Structure of our data

State |Year |[Age Sex Race |[Hisp |Suicidal Behavior g/::g:l;;aalth g;r;r;lel\:ledial
WA 2012 (13-17 | M WH Y 1 [0 |O |O 110 |0 |O 0 [0 [0 |1
CA 2011 |65+ |F AS N 0 |0 |0 |O 110 |0 |1 0 |0 |0 |O
Ml 2015 |30-44 |F WH N 0 |0 |0 |O 0 [0 (0 |O 0 [0 JO |O
MN 2010 |18-29 (M AS N 0 |0 |0 |O 111 |0 |O 0 |0 |1 |O
HI 2014 |(13-17 (F BL Y 0 |0 |0 |1 1 (0 |1 |O 0O |1 |1 |1
OR 2009 |45-64 |M WH N 0 |0 |0 |O 110 |0 |O 0 |0 |1 |O
CA 2011 (13-17 (F BL N 0O |0 |0 |O 1|0 |1 |O 0 [0 [O |1
MN 2015 (45-64 |M HPI N 0 |0 |1 |O 010 (0O |0 0O (1 (1 |O
WA |2010 |65+ |M WH N 0 |0 |0 |O 110 |0 |1 0 |0 |1 |O
co 2009 |18-29 |F BL Y 1 (o (o O 01 (0o |1 1 (0o (o |oO
CA 2012 |45-64 |F WH N 0 |0 |0 |O 0|0 [0 |1 0 |0 |0 |O
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Where is the danger in these data?

Not here in the sensitive places

\

State |Year |[Age Sex Race |[Hisp [ Suicidal Behavior g/:s;;zlsl-elsalth g;m;r;\slel\:edial
WA |2012 (13-17 |M WH |Y 1 (o (o |oO 110 |0 |O 0 |0 |0 (1
CA 2011 |65+ F AS N 0 |0 |0 |O 110 |0 |1 0 [0 |JO |O
Ml 2015 |30-44 |F WH N 0 |0 |0 |O 0 [0 (0 |O 0 |0 |0 |O
MN 2010 |18-29 |M AS N 0 |0 |0 |O 111 |0 |O 0 |0 |1 |O
HI 2014 |13-17 |F BL Y 0 |0 |0 (1 110 |1 |O 0o |1 |1 (1
OR 2009 |45-64 |M WH N 0 |0 |0 |O 110 |0 |O 0 |0 |1 |O
CA 2011 |13-17 |F BL N 0 |0 |0 |O 110 |1 |O 0 |0 |O (1
MN 2015 |45-64 |M HPI N 0O [0 [1 |O 0 (0 [0 (O 0O (1 (1 (O
WA |2010 |65+ M WH N 0 |0 |0 |O 110 |0 |1 0 [0 |1 (O
co 2009 |18-29 |F BL Y 1 (o (o |oO 01 (0o |1 1 (o (o |oO
CA 2012 |45-64 |F WH N 0 |0 |0 |O 0|0 [0 |1 0 |0 |0 |O

But here, in the ordinary places
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The key distinction: unique vs. identifying

Exact value of my last 5 bank transactions

Very likely unique to me

But not identifying unless you already have my bank records
My 9-digit zip code and year of birth

Could be unique (or close to unique) to me

Widely available

It's not the private stuff that creates risk. It's the public stuff
linked to the private stuff.
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Applied to our dataset:

The re-identification risk doesn’t come from sensitive things
that nobody knows:

History of suicide attempt in prior 90 days
Diagnosis of drug use disorder in prior year
Diagnosis of schizophrenia at index visit

It comes from ordinary things that people could know:
Age group
Race/Ethnicity
State of residence
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Example: Linkage to state mortality data

State | Year _A_gg Sex Race |Hisp | Suicidal Behavior g/::g;aols:;ealth g;niroasl’el\:edial
<& 2012 |13-17 | M WH Y i:bo 0O (0 .. 110 (0 |JO |.. |O (O JO |1
CA 2011 |65+ F AS N 0 (0 |0 |O 1 (o [0 |1 0 (0 |0 |O
Ml 2015 |(30-44 (F WH N 0 (0 |0 |O 0|0 [0 (O 0 |0 (0 |[O
MN 2010 (18-29 (M AS N 0 (0 |0 |O 1 (1 |0 |O 0 (0 |1 |O
HI 2014 |13-17 |F BL Y 0O (0 |0 |1 110 (1 |0 0O (1 11 |1
OR 2009 |45-64 |M WH N 0 (0 |0 |O 1 ({0 |0 |O 0 (0 |1 |O
CA 2011 |13-17 |F BL N 0O (0 |JO |O 110 (1 |0 0 |0 |O |1
MN 2015 |45-64 | M HPI N 0O (0 |1 |O 0|0 |0 |O O |1 |1 |0
WA |2010 |65+ M WH N 0 (0 |0 |O 1 (o [0 |1 0 (0 |1 |O
co 2009 |18-29 |F BL Y 1 |0 [0 (O 0|1 |0 (1 1 |0 [0 (O
CA 2012 |45-64 |F WH N 0 (0 |0 |O 0|0 |0 (1 0 (0 |0 |O

16 M WH Y
55 1y W??N—-
62 M WH N
19 F AS N
81 F BL Y
40 F WH N
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Confusion about risk due to “small cell sizes”

It's not about the frequencies within a column

N
State |Year |Age Sex Race |Hisp |Suicidal Behavior g::;il S*th g;r;enr(;‘:lslel\:ledial
WA 2012 |13-17 | M WH Y 1 [0 |O |O 110 JjO §oO 0 [0 [0 |1
CA 2011 |65+ |F AS N 0 |0 |0 |O 1 (oo |1 0 |0 |0 |O
Ml 2015 |(30-44 (F WH N 0 |0 |0 |O 0 [0 f|o {oO 0 [0 JO |O
MN 2010 (18-29 (M AS N 0 |0 |0 |O 1 (1§]{0 }O 0 |0 |1 |O
HI 2014 |13-17 |F BL Y 0O |0 |0 |1 1 |0f(1 J0 o |1 |1 |1
OR 2009 |45-64 |M WH N 0 |0 |0 |O 1 (of|o0 |Jo 0 |0 |1 |O
CA 2011 |13-17 |F BL N 0O |0 |0 |O 1 |Off(1 }joO 0 [0 [O |1
MN 2015 |45-64 |M HPI N 0 |0 |1 |O 0 [0ff{0 joO 0 |1 |1 |O
WA 2010 |65+ (M WH N 0 |0 |0 |O 1 (0}|0 f12 0 |0 |1 |O
co 2009 |18-29 |F BL Y 1 (o (o |oO 0 |1 Qo j1 1 (o (o |oO
CA 2012 |45-64 |F WH N 0 |0 |0 |O 0 [0 JoO |1 0 |0 |0 |O

Over-estimates risk in a small dataset (5 records out of 200 = 2.5%, not very unique)
Under-estimates risk in a large dataset (In 20 million records, none will have counts <6)
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Confusion about risk due to “small cell sizes”

And it's not about the uniqueness of an entire row

State |Year |Age Sex Race |[Hisp [ Suicidal Behavior ngilsl:sealth g;nenrjslel\:ledial

WA 2012 [13-17 |M WH |Y 1 (o [0 |o 1 1o |o o [..]o |o [o |1

CA |2011 |65+ |F AS N o |o |o [o 110 |o |1 o |o |o [o

MI 2015 |30-44 |F WH N o0 lo lo o o0 1o lo o |o [o [0 |..
MN [2010 |18-29 (M AS N o |o |o [o 1|1 |o |o 0 |0 |1 o——>
HI 2014 [13-17 |F BL Y 0 10 |0 |1 10 |1 |O o |1 [1 [1 |..
OR |2009 |45-64 |M WH [N o |o |o [o 1o |o |o o |o |1 [0

CA |2011 |13-17 |F BL N o |o |o [o 1o |1 |o 0o |o |o |1
MN [2015 |45-64 M HPI [N o |o |1 [0 olo [o |o 0o |1 |1 |o
WA 2010 [65+ |M WH [N o |o |o [o 110 |o |1 o |o |1 |o
CoO |2009 |18-29 |F BL Y 1 (o [0 |o 0|1 [o |1 1 (o [0 |o

CA |2012 |45-64 |F WH [N o |o |0 [o olo [o |1 o |o |0 [o

With only 20 dichotomous predictors, number of cells = 1,048,576
Many (if not most) of those cells are certain to have few members
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Confusion about risk due to “small cell sizes”

It's about uniqueness in the “potentially linkable” parts of a row

State |Year |Age Sex Race [Hisp |Suicidal Behavior g::;;i:falth S;nir;\slel\:edial
< WA 2012 |13-17 |M WH |Y D 0 |0 1 (o0 [0 |O .10 J0 |O |1
CA 2011 |65+ AS N 0 |0 |0 |O 1 {0 |0 |1 0 |0 |0 |O
MI 2015 |30-44 |F WH N 0 |0 |0 |O 0|0 (0 |O 0 |0 |0 |O
MN 2010 |18-29 |M AS N 0 |0 |0 |O 1 (1 (0 |O 0 |0 |1 |O
HI 2014 |[13-17 |F BL Y 0 [0 [0 |1 110 |1 |0 0 (1 [1 |1
OR 2009 |45-64 |M WH N 0 |0 |0 |O 1 (o0 [0 |O 0 |0 |1 |O
CA 2011 |13-17 |F BL N 0 |0 |0 |O 1 (0 (1 ]O 0 |0 |O (1
MN 2015 (45-64 |M HPI N 0O [0 [1 |O 0 (0 [0 (O 0O (1 |1 (O
WA 2010 |65+ | M WH N 0 |0 |0 |O 1 {0 |0 |1 0 [0 |1 (O
co 2009 |18-29 |F BL Y 1 (o (o O 01 (0 |1 1 (o (o |oO
CA 2012 |45-64 |F WH N 0 |0 |0 |O 0|0 [0 |1 0 |0 |0 |O

And matching uniqueness in some identified external data source
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T ——
Risk is always defined in relation to linkable
external data

State | Year _A_gi Sex Race |Hisp | Suicidal Behavior g/::g;aols:;ealth g;niroasl’el\:edial
<& 2012 |13-17 | M WH Y i:bo 0O (0 .. 110 (0 |JO |.. |O (O JO |1
CA 2011 |65+ F AS N 0 (0 |0 |O 1 (o [0 |1 0 (0 |0 |O
Ml 2015 |(30-44 (F WH N 0 (0 |0 |O 0|0 [0 (O 0 |0 (0 |[O
MN 2010 (18-29 (M AS N 0 (0 |0 |O 1 (1 |0 |O 0 (0 |1 |O
HI 2014 |13-17 |F BL Y 0O (0 |0 |1 110 (1 |0 0O (1 11 |1
OR 2009 |45-64 |M WH N 0 (0 |0 |O 1 ({0 |0 |O 0 (0 |1 |O
CA 2011 |13-17 |F BL N 0O (0 |JO |O 110 (1 |0 0 |0 |O |1
MN 2015 |45-64 | M HPI N 0O (0 |1 |O 0|0 |0 |O O |1 |1 |0
WA |2010 |65+ M WH N 0 (0 |0 |O 1 (o [0 |1 0 (0 |1 |O
co 2009 |18-29 |F BL Y 1 |0 [0 (O 0|1 |0 (1 1 |0 [0 (O
CA 2012 |45-64 |F WH N 0 (0 |0 |O 0|0 |0 (1 0 (0 |0 |O

16 M WH Y
55 1y VW?N_-
62 M WH N
19 F AS N
81 F BL Y
40 F WH N
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Which of these “small cell sizes” would create
risk of re-identification state mortality data?

Our data set includes only 3 people with recent diagnoses of PTSD
and Asthma dying by suicide in 2012

Our data set includes only 3 Hispanic females aged 13-17 in
Washington in 2012 with recent diagnoses of schizoaffective disorder

Our dataset includes only 3 Hispanic females aged 13-17 dying in
2012 in Washington state by overdose judged to have undetermined
intent
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Small cell sizes or risky records in our
Washington state sample

Hispanic females aged 13-17
dying in 2012 by overdose
judged to have undetermined inten

Native Hawaiian females aged 65+
dying in 2012 by intentional use
of firearms

Native American Hispanic
males aged 18-29 dying in 2012
by intentional overdose
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Risk depends on overlap of two populations

Complete overlap: 3 names matched to 3 sets of health records

External data source

Our data
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Risk depends on overlap of two populations

Our population is a subset: 15 names matched to 3 sets of health records

External data source

Our data
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Risk depends on overlap of two populations

Partial overlap: 10 names matched to 2 (out of 6) sets of health records

External data source

Our data
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If we can directly examine external data:

We can precisely identify unique or nearly unique matches

We don'’t need to estimate number of matches in non-overlapping
portion of external data

We can directly address re-identification risk at the record level by:
Modifying individual records
Removing individual records

But examining external data source(s) is usually not possible
So we usually need to estimate risk
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Our actual situation in any state

20% subset: 15 names matched to 3 sets of health records
If you were one of those 3, you might think that risk is too high

State mortality data

Our data
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Proposal:

Remove state (i.e. health system) variable
Leave everything else intact

State |Year |Age Sex Race |[Hisp | Suicidal Behavior Ig/:zg;a;l;::alth S;n(;roaiel\:edial
2012 |13-17 |M WH |Y 1 (o (o |oO 1 ({0 |0 |O 0 |0 |0 |1
2011 |65+ |F AS N 0 |0 |0 |O 1 ({0 [0 |1 0 |0 |0 |O
2015 |30-44 |F WH N 0 |0 |0 |O 0|0 [0 (O 0 |0 |0 |O
2010 |18-29 |M AS N 0 |0 |0 |O 1 (1 |0 |O 0 |0 |1 |O
2014 (13-17 |F BL Y 0 [0 [0 |1 110 |1 |O 0 (1 (1 |1
2009 |45-64 |M WH N 0 |0 |0 |O 1 ({0 |0 |O 0 |0 |1 |O
2011 |13-17 |F BL N 0 |0 |0 |O 1 ({0 |1 |0 0 |0 |O |1
2015 (45-64 |M HPI N 0O (0 [1 |O 0|0 [0 [O 0O (1 (1 |O
2010 |65+ | M WH N 0 |0 |0 |O 1 ({0 [0 |1 0 |0 |1 |O
2009 |18-29 |F BL Y 1 (o (o |oO 0|1 |0 (|1 1 |o (0 (O
2012 |45-64 |F WH N 0 |0 |0 |O 0|0 |0 (1 0 |0 |0 |O
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Deleting state variable increases size of
smallest cells or classes

All 7 states

Washington
state
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Our new situation (with state data)

Washington state accounts for 20% of our data
Our data account for only 20% of Washington state
Partial overlap scenario: lower risk

State mortality data

Our data
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Questions:

Will removing the site (state) variable adequately address risk of
re-identification using state or national mortality data?

Given elements in our dataset, what other external data sources
should we consider?

Anything else that could cost Greg his job?
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atifications




Pseudonymous Data

Examples of direct identifiers: Name, address,
telephone number, fax nu , MRN, health card
number, health plan benefigygy number, VID, license
plate number, email addrdSs, Bhotograph, biometrics,
SSN, SIN, device number, clinical trial record number

Examples of quasi-identifiers: sex, date of birth or
age, geographic locations (such as postal codes,
census geography, information about proximity to
known or unique landmarks), language spoken at

home, ethnic origin, total years of schooling, marital
status, criminal history, total income, visible minority
status, profession, event dates, number of children,
high level diagnoses and procedures

Laboratory
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The Identifiability Spectrum

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Identified  Pseudonymous Strongly  *=* De-identified
Pseudonymous
Data Data Diita Data

De-identification
Threshold

==========

aaaaaaaaaa
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De-identification Guidelines
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De-identification Cycle

1. Set Risk Threshold

Based on the
characteristics of the data
and precedents, a
quantitative risk \l/
threshold is set.

Threshold

Measure
Risk

If the measured risk does
not meet the threshold,
specific transformations
are applied to reduce the
risk.

4. Apply Transformations /

Transform
Data

Compare to

Threshold

zzzzzzzzzz

2. Measure Risk

Appropriate metrics are
selected and used to
measure re-identification

\/ risk from the data.

3. Evaluate Risk

Compare the measured
risk against the threshold
to determine if it is above
or below it.
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Measuring Data Risk

DIRECT IDENTIFIERS QUASI-IDENTIFIERS OTHER VARIABLES

Lab Pay

ID Name Telephone No. Sex  Year of Birth Lab Test
Result Delay

1 John-Smith (412)668-5468 I M 1959 Albumin, Serum 4.8 37

2 Alan-Smith {(A3)-822-5074 M 1969 Creatine Kinase 86 36
3 Alice-Brown (416)886-5314 F 1955 52
4 HerculesGreen  {613)763-5254 | M 1959 3 36
Two quasi-
5 AliciaFreds (613)586-6222 F 1942 identifiers 82
matching in
. . three cells
{954)-699-5423 s
6 Gill-Stinger F 1975 within a data 34
set
7 Marie Kirkpatrick ~ (416) 786-6212 F 1966 hyroxine Mo L s 23
8 LeslieHall {905)-668-6581 F 1987 Globulin, Total 3.5 9
9 DouglasHenry (4164235965 | M 1959 B-type Natriuretic 134 38
peptide
10 FEeedthemaseen pHG L0 M 1967 Creatine Kinase 80 21

nnnnnnnnnn

...........
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Overall Risk
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Context of Data Sharing

Data Release Context

The Data Recipient

Security & Privacy Controls Capacity
Contractual Controls

nnnnnnnnn

Potential Harm
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Layers of Protection

—

Information
Laboratory

e

Contractual
Controls

Security &
Privacy Controls

Perturb
Data
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Precedents for Thresholds

Little De-Identification

Significant De-ldentification
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The HITRUST De-ID Framework

 After reviewing multiple De-ID programs and I
methods, HITRUST believes no one method I
is appropriate for all organizations

* Instead, HITRUST has identified twelve
criteria for a successful De-ID program and
methodology that can be scaled for use with

any organization

'3

De-Identification Framework

* These twelve characteristics are divided into
two general areas:

A Corsistent, Managed Methodology for the De-identiication of Persanal Data
and the Sharing of Complance and Risk Information

- De-ID Program
- De-ID Methodology

cccccccccc

...........
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methods, HITRUST believes no one method I
is appropriate for all organizations

* Instead, HITRUST has identified twelve
criteria for a successful De-ID program and
methodology that can be scaled for use with

any organization
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