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AI/ML in Healthcare - Pandora or Panacea?



https://www.meddeviceonline.com/doc/eu-mdr-s-benefit-risk-ratio-making-your-clinical-evaluations-safety-focused-0001


https://www.weforum.org/agenda/2023/06/emerging-tech-like-ai-are-poised-to-make-healthcare-more-accurate-accessible-and-sustainable/
https://www.who.int/news/item/16-05-2023-who-calls-for-safe-and-ethical-ai-for-health








https://www.youtube.com/watch?v=R-dz_wAkq9g


https://www.hhs.gov/about/news/2023/05/23/surgeon-general-issues-new-advisory-about-effects-social-media-use-has-youth-mental-health.html
https://www.jmir.org/2023/1/e43174/authors


SAN FRANCISCO — Once known for distributing 
hacking tools and shaming software companies into 
improving their security, a famed group of technology 
activists is now working to develop a system that will 
allow the creation of messaging and social networking 
apps that won’t keep hold of users’ personal data.

https://www.washingtonpost.com/technology/2023/08/02/encryption-dead-cow-cult-apps-def-con/


Why is the current AI revolution like the
.com bubble of the late 1990’s?

Because most business are likely to fail for the same reasons, poor market fit, 
poor execution and poor use cases, but AI will change the basics of how we learn 
and work.



https://www.linkedin.com/pulse/artificial-intelligence-ai-key-breakthrough-helps-franco-romanini-/


shall we play a game?



Serious games are games designed for a purpose beyond pure 
entertainment. They use the motivation levers of game design – such as 
competition, curiosity, collaboration, individual challenge – and game 
media, including board games through physical representation or video 
games, through avatars and 3D immersion, to enhance the motivation of 
participants to engage in complex or boring tasks. Serious games are 
therefore used in a variety of professional situations such as education, 
training, assessment, recruitment, knowledge management, innovation 
and scientific research.

This study summarized the evidence about the features of AI-driven 
serious games in health care as reported by previous research. The 64 AI-
driven serious games uncovered by this study targeted 20 different health 
conditions, were built for various purposes, and leveraged several 
therapeutic modalities through the use of multiple AI algorithms.

What are Serious games?

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC9748798/
https://www.tonybates.ca/2019/09/07/serious-games-and-gamification/


The Turing test, originally called the imitation game by Alan 
Turing in 1950,[2] is a test of a machine's ability to exhibit intelligent 
behaviour equivalent to, or indistinguishable from, that of a human. 
Turing proposed that a human evaluator would judge natural 
language conversations between a human and a machine 
designed to generate human-like responses. The evaluator would 
be aware that one of the two partners in conversation was a 
machine, and all participants would be separated from one 
another. The conversation would be limited to a text-only channel, 
such as a computer keyboard and screen, so the result would not 
depend on the machine's ability to render words as speech.[3] If the 
evaluator could not reliably tell the machine from the human, the 
machine would be said to have passed the test.

Turing Test to Evaluate AI Solutions in
Biomedical Research and Healthcare

A drug label with zero side effects?
or

Have you documented the potential risks
and harms of your solution?

https://en.wikipedia.org/wiki/Alan_Turing
https://en.wikipedia.org/wiki/Turing_test#cite_note-Turing-1950-2
https://en.wikipedia.org/wiki/Artificial_intelligence
https://en.wikipedia.org/wiki/Turing_test#cite_note-3
https://www.javatpoint.com/turing-test-in-ai


https://www.amazon.com/AI-Revolution-Medicine-GPT-4-Beyond-ebook/dp/B0BXNVM6FC/ref=sr_1_1?crid=3JSOFG5E2ZWGO&keywords=kohane&qid=1687522052&s=digital-text&sprefix=kohane%2Cdigital-text%2C292&sr=1-1


https://www.forbes.com/sites/michaelmillenson/2023/04/16/your-doctor-consulting-chatgpt-isnt-an-intelligent-choice-yet-study/?sh=2c224bfb37d0


https://www.pewresearch.org/science/2023/02/22/60-of-americans-would-be-uncomfortable-with-provider-relying-on-ai-in-their-own-health-care/


https://www.ncbi.nlm.nih.gov/pmc/articles/PMC5524915/


“We’ve seen AI’s tricked into saying some truly weird, sometimes 
gross stuff. What happens when your beloved game characters are 
suddenly disparaging minorities in screenshots because someone 
managed to get past their filters?”

Gamifying Clinical Trial Participation 
There is a strong body of evidence to support the effectiveness of gamification in 
promoting adherence and engagement across a wide range of demographic 
groups and therapy areas. Extending these concepts to clinical trial participants 
by applying design elements traditionally used in games can evoke a mental state 
that keeps the patient engaged in the entire clinical trial process. 

• Using levels and virtual rewards to gamify trial progress Trial participation can 
often be tedious and repetitive, leading many patients to drop out before 
completion. Gamification could be used to reduce these feelings of boredom by 
turning participation into a game-like challenge. 

• Gamifying protocol adherence Non-adherence to increasingly complex 
protocols is a significant source of attrition in clinical research. Gamification has 
been shown to effectively promote behavioral compliance in disease self-
management. Similar designs, optimized for clinical research, could significantly 
reduce attrition during drug development. 

• Gamifying health literacy Properly educating patients about medical science 
and complex research protocols is a major challenge in the medical research 
process and can be a serious ethical issue in trials targeting low-literacy 
populations. Gamification can play a productive role in this area of clinical 
research — quiz games can perform automated “teach-back”, a widely used 
method for ensuring medical comprehension during ethical consent and reduce 
the need for direct evaluation by trained nurses.

https://trialbee.com/wp-content/uploads/2021/06/Trialbee_Three_Ways_To_Gamify.pdf


https://www.sciencedaily.com/releases/2017/03/170324083031.htm


https://www.nejm.org/doi/full/10.1056/NEJMp2102616
https://www.statnews.com/2023/05/12/hipaa-abortion-health-data-privacy-draft-rulemaking/


https://reproductiverights.org/maps/abortion-laws-by-state/

https://reproductiverights.org/maps/abortion-laws-by-state/




*Gamified Reproductive Health Education

Reproductive Health

Get the facts…Spot the lies…

Reproductive Law

Know the facts…Stay safe…

Gender Affirming Care

Be your best you…Find help…

Wan to Get Involved?

We can help!
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Take Control
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Level Up!
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Know the facts in your state

Spot the lies

Master Digital Privacy

Be your own hero

Be someone else’s hero

Be a state champion

Be a national champion



Off Facebook Tracking: Sample Data



*Methodology and data shared with markup at time of preprint and Wired Story

18-Jan-22 Arixiv pre-pub:  Health Advertising on Facebook: Privacy & Policy Considerations

06-Feb-22 Wired story:   Health Sites Let Ads Track Visitors Without Telling Them

16-Jun-22 *Markup story:   Facebook Is Receiving Sensitive Medical Information from Hospital Websites

15-Aug-22 Cell press (patterns) story:  Health advertising on Facebook: Privacy and Policy Considerations

15-Aug-22 Forbes story:  Digital Medical Companies Funnel Patient Data To Facebook For Advertising

20-Oct-22 Aurora Health Discloses Data Breach:  Advocate Aurora says 3M patients' health data possibly exposed through tracking technologies

04-Nov-22 First Class action suit: Advocate Aurora, WakeMed get served with class action over Meta's alleged patient data mining

08-Nov-22 ECRI issues safety alert: Third-Party Web Analytic Tools Installed on Provider Websites May Expose Patient Data [ECRI 
Exclusive User Experience Network]

09-Nov-22 Federal wire-tapping case mentions: Federal Wiretap Cases Target hospitals Using 
Meta Pixel 

19-Sep-22 Senate scrutiny of Meta begins:  Meta faces mounting questions from Congress on health data privacy as hospitals remove Facebook tracker

01-Dec-22 HHS OCR Guidance: HHS Office for Civil Rights Issues Bulletin on Requirements 
under HIPAA for Online Tracking Technologies to Protect the Privacy and Security of 
Health Information

01-Apr-23 Health Affairs story:  Widespread Third-Party Tracking on Hospital Websites Poses Risks for patients and Legal Liability for Hospitals

13-Dec-22 STAT & Markup story:  “Out Of Control”: Dozens of Telehealth Startups Sent Sensitive Health Information to Big Tech Companies

Can ‘Good’ go viral & quickly influence regulation?

https://arxiv.org/abs/2201.07263
https://www.wired.com/story/health-site-ad-tracking/
https://themarkup.org/pixel-hunt/2022/06/16/facebook-is-receiving-sensitive-medical-information-from-hospital-websites
https://www.sciencedirect.com/science/article/pii/S2666389922001726
https://www.forbes.com/sites/alexandralevine/2022/08/15/digital-medical-companies-funnel-patient-data-to-facebook-for-advertising/?sh=33f49534848b
https://www.fiercehealthcare.com/health-tech/advocate-aurora-health-data-breach-revealed-pixels-protected-health-information-3
https://www.fiercehealthcare.com/health-tech/report-third-top-hospitals-websites-collecting-patient-data-facebook
https://www.ecri.org/
https://www.jdsupra.com/legalnews/new-wiretap-cases-target-hospitals-3224473/
https://www.statnews.com/2022/09/19/facebook-meta-pixel-congress-health-data/
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html
https://www.hhs.gov/about/news/2022/12/01/hhs-office-for-civil-rights-issues-bulletin-on-requirements-under-hipaa-for-online-tracking-technologies.html
https://www.healthaffairs.org/doi/full/10.1377/hlthaff.2022.01205?utm_campaign=april+2023+issue&utm_medium=social&utm_source=linkedin&utm_content=friedman
https://themarkup.org/pixel-hunt/2022/12/13/out-of-control-dozens-of-telehealth-startups-sent-sensitive-health-information-to-big-tech-companies


https://legiscan.com/RI/bill/H6286/2023


Software-as-a-medical-device (SaMD) Risk CategorizationFigure E

http://www.imdrf.org/docs/imdrf/final/technical/imdrf-tech-140918-samd-framework-risk-categorization-141013.pdf


Figure G



The Winners Will Solve Big Problems!



https://www.statnews.com/2023/03/13/medicare-advantage-plans-denial-artificial-intelligence/




https://www.mdpi.com/2079-9292/10/1/52








https://www.darkreading.com/application-security/gpt-based-malware-trains-dark-web
https://cyberscoop.com/easterly-warning-weapons-artificial-intelligence-chatgpt/


CTF's are inherently puzzles that are intended to challenge you and help you learn new things. Sometimes they may be a little
ambiguous or misleading. That's part of the challenge! Competitors will be interacting with API endpoints or code/objects 
stored in the input directory during each of the challenges. Upon successful completion of a challenge, that challenge will 
return a flag

Math Challenges: Four challenges to explore the concept of dimensionality.
Hotdog and Hotterdog: Dogs, wieners, and classifiers. What more could you want?
bad2good: Can you poison a dataset to change how something is classified?
baseball: Can you impersonate someone else by throwing the correct distribution of pitches?
crop: Two challenges to test your ability to manipulate an image cropping model.
deepfake: There's a nasty deepfake getting detected out there, can you help it?
honorstudent: Can you change an image of an F to look like an A? Why would someone want to do such a thing?
salt: This model has some pretty advanced defenses. Can you evade it anyway?
theft: Can you steal this model to get a sneaky owl past it?
token: Sentiment Analysis. Who needs?
waf: A web-app-firewall blocks malicious requests. Can you discover and by-pass the 0-day?
forensics: Nice artifact you got there, shame if there was a flag in it
leakage: Get a password out of a model, is that even possible?
murderbot: Save the humans, escape the bots!
wifi: Can you pull your wifi password out of the embedding?



https://www.healthaffairs.org/content/forefront/critical-link-between-health-care-cybersecurity-and-health-disinformation




“Patients are Waiting!” Dr Paul Janssen
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